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Disclaimer

As per Article 246 of the Constitution of India, Public and Police order is the responsibility of the State.
Due to transnational and borderless nature of cybercrimes, this Portal has been developed for
facilitating public to report cybercrime complaints online.

All the reported complaints are dealt by respective State/UT police authorities based on the information
provided by the complainant for necessary action. This portal has been designed to report complaints
related to cybercrimes and should not be treated as an FIR. State /UT authorities are responsible for
appropriate action on the complaints reported on the portal. Complainants are advised to take care of
the accuracy of information provided by them on the portal.

ABBREVIATIONS

OoTP
2FA
EML
BTC
TAU
NCFL
NCTC
NCR&IC
CP
R&GR

One Time Password

Two factor Authentication

Electronic Mail

Bitcoin

National Cybercrime Threat Analytics Unit
National Cybercrime Forensic Laboratory
National Cybercrime Training Centre

National Cyber Research and Innovation Centre
Child Pornography

Rape and Gang Rape
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1. Background

Ministry of Home Affairs, Government of India is implementing a scheme called ‘Indian Cyber
Crime Coordination Centre (I14C) to deal with cybercrimes in a coordinated and
comprehensive manner. Following are seven components of the centre:

National Cybercrime Threat Analytics Unit (TAU)

National Cybercrime Forensic Laboratory (NCFL)

National Cybercrime Training Centre (NCTC)

Cybercrime Ecosystem Management

Platform for Joint Cybercrime Investigation Team

National Cybercrime Reporting Portal (NCRP)

National Cyber Research and Innovation Centre (NCR&IC)

Nooasowb=

One of the components of 14C is operationalisation of National Cybercrime Reporting Portal
to deal with all types of cybercrimes. The earlier Cybercrime Reporting Portal
www.cybercrime.gov.in was for filing of cybercrime complaints pertaining to Child
Pornography (CP)/ Rape Gang Rape (RGR)/ Obscene Content only, however, the National
Cybercrime Reporting Portal facilitates filing of all types of cybercrimes with special focus on
the cybercrime against women and children.

2. Introduction

This portal facilitates a person to report cybercrime against women and children related to
Child Pornography (CP) -Child Sexual Abuse Material (CSAM), Rape Gang Rape (RGR) -
Sexually Abusive Content and Sexually Explicit Content.

I.  Assignment of a reported complaint to a State/UT is done on the basis of the address
of the complainant.

II.  Incase you are not satisfied with the action taken by police officers you can reach out
to grievance officers of your State/UT. Details of grievance officers are under Contact
us section of portal.

For Report Anonymous CP/RGR Complaints

I. By using this option, the complainant does not have to reveal his /her identity.

[I.  Only Child Pornography (CP) - Child Sexual Abuse Material (CSAM), Rape Gang
Rape (RGR) - Sexually Abusive Content and Sexually Explicit Content related
complaints can be reported through this option.

Ill.  The complainant has to mandatorily select the Category of crime and the state where
the complainant is residing or crime has taken place to register their complaint.

IV.  The complainant can share a link to CP/ RGR content or upload evidences as
attachment (common file types such as images, video’s, documents, PDF etc.).

3
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V. A description column is available for the complainant to add necessary details related
to their complaint

For Report & Track CP/RGR Complaints

As a responsible citizen you should use “Report and Track” option for reporting the incident/
crime, since it would help the Law enforcement agencies to contact you for further details. You
will need to provide key information such as your name, phone number, email address, details
of the incident/ complaint and necessary information supporting the complaint, etc.

. Reporting a complaint through the “Report and Track” option, you may either choose
your location (If you are victim) or the victim’s location/ state where the incident has
happened.

II.  For future tracking of the complaint, the complainant will receive a complaint ID on the
registered mobile number and e-mail address. This complaint ID is not an FIR number
but is a confirmation of registration of complaint on the portal.

Ill.  You will get update of action taken by police officers on your registered mobile number
and e-mail ID

IV. By using this option, the complainant will identify himself/ herself by providing his/her
mobile number. The complainant will receive an OTP to authenticate and login to the
complaint registration page.

V.  Once the complaint is registered, the complainant can access case history and check
for update/ action related to the complaint by logging back using the same mobile
number. SMS updates are also sent on the complainant’s mobile number as the status
of the complaint is updated by the state nodal cyber cell in the cyber police application.

VI.  The complainant must mandatorily select the Category of crime and their State of
residence to register their complaint. The phone number of the Complainant is
automatically picked as per the number shared during login.

VIl.  Complainant also has the option to identify the platform where the content was shared/
noticed- for example, common platforms such as Facebook, YouTube, and Instagram,
etc. The complainant will need to add the URL/ ID of account where content was
noticed/ shared from or the phone number from where the message was received on
instant messaging apps.

VIIl.  The complainant can share a link to CP/ CSAM/ RGR content or Obscene content as
well as upload artefacts (common file types such as images, video’s, documents, PDF
etc.) as evidence.

IX. A description column is available for the complainant to add necessary details related
to their complaint and evidences uploaded.

X.  Once submitted, the complainant will receive a complaint ID number and has the option
of download a PDF copy of the complaint filed on the portal.
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Xl.  The complainant will also receive SMS and e-mail with the complaint 1D
number along with an acknowledgement of the complaint being registered.

2.1 Purpose

I

e The purpose of this citizen manual document is to describe the functionalities and
workflow that is provided to citizens on the cybercrime portal for reporting cybercrime
complaints against women and children pertaining to Child Pornography (CP) -Child
Sexual Abuse Material (CSAM), Rape Gang Rape (RGR) - Sexually Abusive

Content and Sexually Explicit Content.

3. How to report Anonymous CP/RGR Complaint

Type the URL https://www.cybercrime.gov.in in the Web browser

Step 1: Navigate to Report Anonymously complaint section

Select “Report Anonymously” option under Report Women/Child Related Crime, if you
want to report an online Child Pornography (CP) -Child Sexual Abuse Material (CSAM) or
Rape/Gang Rape (RGR) - Sexually Abusive Content without revealing your identity.
However, information related to the incident / complaint should be complete for the police
authorities to take necessary action.Following are the steps to report a cyber crime complaint:

. Click on “File a complaint”

¢35 HOME AFFAIRS
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Filing a Complaint on Natkonal Cybercrime Reporting Portal '
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Read the message carefully in the window and check on the “I Accept”’ checkbox.
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HOME REPORT WOMEN/CHILD RELATED CRIME ~ REPORT OTHER CYBER CRIME RESOURCES ~

rior to filing a complaint with this portal, we would request you to read the below information regarding terms and conditions. Should you ha :
queries prior to filing your complaint, view Frequently Asked QuestionsFAQ

The information I've provided on this form is correct to the best of my knowledge. | acknowledge that providing false information could make me liable to penal
actions under Indian Laws.

| understand that action on the complaints reported on this portal shall be taken by concerned authorities as per Indian Laws.

The complaint information you submit to this site is encrypted via secure socket layer (SSL) encryption. Please see the Privacy Policy for further information.

k|

‘We thank you for your cooperation.

lll.  Under Report Cyber Crime Related to Women/Child,Click on “Report Anonymously” .
Also accessed from “HOME” page :

REPORT WOMEN/CHILD RELATED CRIME ~ REPORT OTHER CYBER CRIME RESOURCES ~

-

&4 N
Report Cyber Crime Related to Women/Child Report Other Cyber Crime

T ' . I
Report Anonymaushy » -— 3 Report And Track » Report Other Cyber Crime »

Step 2: Provide Complaint & Incident Details

Provide the details as required for complaint reporting under “Complaint/Incident Details”

21 To report a CP/RGR anonymous complaint, you may keep following information
ready before registering your complaint:

i. If you have received CP/RGR related content on SMS:

a. Take the screenshot/s of the SMS (depicting the objectionable content) and
sender details (name, ID) as same needs to be provided on the portal as
evidence

b. Note the date and time when you have received the SMS and same need to be
updated in the Incident description field while you report your complaint on the
portal

ii.  If you have received an email related to CP/RGR related content:

a. Save the received e-mails in pdf or .eml format or take the screenshot/s of the
received e-mail and the same needs to be uploaded in the portal as evidence

b. If the received e-mails had an attachment/s, then keep the attachment/s ready
on your desktop/ device for uploading the same as an evidence on the portal

iii. If you received or found CP/RGR related content on messaging platform such as
WhatsApp, Hike, Skype etc:

a. Take the screenshot/s of the chats depicting the objectionable content with
sender’s number along with date and time for uploading the same as evidence
on the portal



Note2:

2.2

Vi.
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If you received or found CP/RGR related contents on social media
platform/forums/blogs/website such as YouTube, Facebook, WordPress etc.:

a. Note down/ Copy (to your device/ desktop) the URL where you have seen such
content
b. Take the screen shot of the page or save the page (as .pdf) showing abusive

content on your device/ desktop for uploading the same as an evidence on the
portal

For further details on above points you may refer to Annexure A, Help
Complaint reporting

Select the “Category of complaint” (Mandatory) from the drop-down (three options are
availabe in drop-down — 1. Child Pornography (CP) - Child Sexual Abuse Material
(CSAM), 2. Rape/ Gang Rape (RGR) — Sexually Abusive Content, and 3. Sexually
Explicit Content

HOME REPORT WOMEN/CHILD RELATED CRIME ~ ‘REPORT OTHER CYBER CRIME RESOURCE!

Report Anonymously

Complaint & Incident Details Suspect Details

Preview & Save

v

ISee-:;Cs:ego:"_-.-
Complaint / Incident Details |Chiu arnograpry [CPHChild Sexual Abuse Material (CSAM)|
Rape/Ga
__EEXui_'_'j_

Category of complaint: *

tent

1 Kindly fill in the below form with details of th

. Select “Approximate Date and Time of incident/receiving/viewing of content”

(Mandatory field)
Select “State/UTs” (Mandatory field) —Select the victim’s location if known or wherein

incident happened.

iv. Select “District” (Mandatory field)

Select Police Station

Select the “Where did the incident occur?” (Mandatory field) - Select from the
dropdown the source of evidence like social media platform (Facebook, twitter,
Instagram etc.), messaging platform (WhatsApp, hike etc.), e-mail, website, URL or
other

(Note: For help on uploading evidence refer to Annexure A Help)
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Reason for delay in reporting :

Where did the incident occur? :* salect Information Source v

Select Information Source
Email
Facebook
Hike
Instagram
Snapchat
TikTok
Twitter
WhatsApp
Website URL
WeChat
Youtube

WINSTRY CF e | Linkedin e
HOME AFFAIRS N ez (Lo

Tassards @ mass A3 Oth&f

Please provide any additional
infarmation about the incident :*

vii. Upload evidence if any (Maximum allowable limit is 5 MB). (Mandatory field)
viii. Provide any additional information about the incident (which you think can be included
in the complaint and could help in investigation). (Mandatory field)
ix. Click on Save & Next for proceed

Complaint / Incident Details

i Kindly fill in the below forrm with details of the crime.

Approximate date & time of lzar07/2019 i 01 v m 02 v|[am +|
Incident/receiving/viewing of

content

Reason for delay in reporting : ytyui7ishu79

State / UTs: * HIMACHAL PRADESH b

District :* HAMIRPUR b

Police Station : BHORAN) -

where did the incident occur? :* select Content is Available

Suspect's WhatsApp Phone 9891893093 card.jpg | Delete |
number

Please provide any additional

f b v = - People have converted the life support system of all living
information about the incident:

people into their own resources and have greatly disrupted -
the natural ecological balance. =

Maximum of 1500 characters -|1185 | characters lefr

Step 3: Provide Suspect Details

Share the suspect details if suspect is known

i. Enter “Suspect Name”

ii. Select D — Provide suspect’s ID e.g. (Driving License, Email, Gov. Issued Card, Mobile
Number, PAN Card, Voter Card and Other) then click Add and subsequently add the
selected details

iii. Provide Any other information/ Details about the suspect (which you think can be
included in the complaint and could help in investigation).

8
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Report Anonymously

-
Complaint & Incident Details ‘ Suspect Details ‘ Preview & Save

Suspect Details

i Please share the details of the suspect. Any information provided will be kept confidential and may help

during the investigation.

Suspect Name |Eeiec1'd r |
Any other information / Details :
Driving License
Email
Gov. Issued Card
Mobile Number

AN C
Preview & Next altary

Voter Card

(Maximum Limit : 250
Characters)

Other

iv. Click on Preview & Next

Report Anonymously

Complaint & Incident Details [IESIEla@sCElIM| Preview & Save

Suspect Details

the suspect. Any information provided will be kept confidential snd may heip during the inves

o Sispectame eeaic v| | sosseoess o |

1 Test a Mobile Number 9560348000

Any other information / Details :

(=] ==

@ Characters)
¢

= i
code

(Maximum Limit: 250

‘ Delete

Step 4: Preview & Submit

I

Click on “Preview & Submit” tab to review the information you provided before submission of
the complaint

a.
b.

Click “Back”, if you want to edit the filled information, or
Click “Confirm & Submit” to submit the complaint
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Report Anonymoushy

Compizing & Incident Detailz || Suspect Dietails Preview & Submit

O Pomography [CP-Child Saxgsd Abues
Malesial [CSAM)

Complaint { Incident Details

ppr oximade date & iame of
WirECEsangieang ol

Reaarton lor deday In reporting :
SLate/ UTs:

THELric

Puabce Siation

Supparting Evidence

Ouver' Media

Please provide any additiosal
milarrialion abaut U incidens:

Suspect Details

1EAEZ0NE 11 Y v Y- R

T

HARY AR
EARMAL
KUMNPLIRA

Source of Information | Suspect's Supporting
Infarmatian Evidence
1

daclesadsad ReporL.jpg

dildfad fad (T TIF AT AT T RET RN PR E I

Mo récard Toand.
i Please Uplosd Any Photogragh o
P By
&ny uther mdarmation / Delsils

dluilalads

Answer to the puzzle and press “ | Agree “ radio button to proceed.

1&

On submission of the complaint, a complaint submission message will be displayed on the
portal and complaint would be worked upon by the respective State/UT police authorities.

Step 5: Generate PDF of reported complaint

Once you click on the “Download PDF” option, details of the complaint reported gets
downloaded in PDF format, which could be used for further reference. Following are the
sample of downloaded complaint.
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L8 ]

M ETEY OF

HOME AFFAIRS
AT

Anoepimiul Cosnplain
Calagenty of comiplai - Cidd Permsograpty (CF-Crald Sealinl Al Mikedal (25
Cormpdain | ks bosl Darladis:
Compiaint Tepm Foirpae Afrafurosokh
Aoprosrmata Dabes TEOA G HH RS W R
Radckos Toi delay in rpotieg (1Y
Eaie HARYANA
Doabried FARRAL
Pl bom Srhation . RINPURA
Hupperting Evidance
Chascaicfizn Teal itk rmbion Sgreting Eviamncn
T deaban i Fspant g
Pliasa picvice oy addibional Isfoimation aboul e intdent: ihnbon Fua 3T ST TR ITTRTSTIOTIO
Huspuct Dt
Busgc] M 1D Ty Cesuniny Goda IE Miresai
A [ Fa WA
Floasa Lipiomd Any Photogrps of Sapect’s: (1
Aay othar Ao aticn | Delsds | e i
Lipioaied Fin isformaton:
Wi it & Uy imdond Film 1
{1} Fi Marrs ¢ Aepsilipg
Binary Hesk of File{BHASSS) .  D&E D DOSFBAITTEDNS 85 12F CT4a8CLAE ST D BB 0T FE G 1 E SASEDAAT
Bisady Hash of FliajlDE) - SFFASFFIO 1 ERELC 1 BF AR IO 165807
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4. How to Report and Track a CP/RGR Complaint

Type the URL https://www.cybercrime.gov.in in the Web browser

Step 1: Navigate to Report & Track section

Select “Report & Track” option under Report Crime Related to Women/Child” if you want to report
an online Child Pornography (CP) -Child Sexual Abuse Material (CSAM), Rape/Gang Rape (RGR) -
Sexually Abusive Content and Sexually Explicit Content.Following are the steps to report a
complaint:

. Click on “File a complaint”

T§ ST =
B MINFESTRY OF -
HOME AFFAIRS

o
—m—

PR WO AT BVLATED DRk

REPOTT AL T

SEPORT & TRACK

pmplaint on National Cybercrime Reparting Portal

"'!i'hu POE 1 an st of Goeerniment of inda 1o TecRcate vicmaoompllinanes 1o S Cyberonme complincs onbng Thes portal coners 1o ooslsntes
W 15 Eyberrimeianty with 1pecil fofus on cyberorimes sgavat mamen ad thildeen Complienty reported on thit pertal sre desit by L enforopments
B polion baded on the ndormebon eyhilable i the complarss 11 imper Mive 19 providhe Sorridt and scour e detadls whis Fling complaint Sof D
attion,

[Please contact locad polae in case of an emenpenoy or for FEpOITAG CIIMES 06her than Crbercrimes. Hatsonal podios heipfine mamber 3 100 Matsonal o)

Shaipline rumbier 3 151

1. Read the message carefully in the window and check on the “I Accept”’ checkbox.

o filing a complaint with this portal, we would rEqUEST you 1o read the below information regmding.tm-an& conditions. Sheuld you
queries prior to filing your complaing, view Frequenty Asked QuestionsFAQ

; e information I've provided on this form is correct to the best of my knowledge. | acknowiledge that providing false information could make me liable to penal
actions under Indian Laws.

| understand that action on the complaints reported on this portal shall be taken by concerned authorities as per Indian Laws.

-"‘{__hé_mmp\aint information you submit to this site is encrypted via secure socket layer (S5L) encryption. Please see the Privacy Policy for further information.

':thankyou for your cooperation.

1. Under Report Cyber Crime Related to Women/Child, Click on “Report And Track”. Also
accessed from “HOME” page :

12
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HOME

REPORT WOMEN/CHILD RELATED CRIME ~ REPORT OTHER CYBER CRIME

RESOURCES ~

Report Cyber Crime Related to Women/Child

w 4 Report And Track » |

1

Report Other Cyber Crime

-

Repart Other Cyber Crime #

.

Step 2: Login for reporting a complaint

You will need to register yourself using your mobile number. You will receive a One Time
Password (OTP) that will be used to verify your phone number. The OTP is valid for 30
minutes. Once you successfully register your mobile number on the portal, you will be able to
report the compliant.

You required fill the following details (mandatory) to login into the portal to report your

complaint.

Enter your name in User Name field
Enter your Mobile Number
Click on Get OTP

Enter the OTP (received on mobile number)
Enter the security answer for authentication in the field provided

Click on Submit button

e HATTq
MINISTRY OF

RESQURCES v

14

—t FoTget User Name

that number into the above text box

£33 HOME AFFAIRS

o

HOME REPORT WOMEN/CHILD RELATED CRIME ~ REPORT OTHER CYBER CRIME

LOgm - o Citizenlogn 0
User Name: * Test
_—

Mobile No: * o1 v 9560348xx% Get OTP
oTP:* Your OTP Number

S

An OTP has been sent to your Mobile Number. Please enter

13
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Step 3: Provide Incident Details

3.1 To report a CP/RGR report & track complaint, you may keep following
information ready before registering your complaint:

i. If you have received CP/RGR related content on SMS:
a. Take the screenshot/s of the SMS (depicting the objectionable content) and
sender details (name, ID) same need to be updated in the portal as evidence
b. Note the date and time when you have received the SMS and same need to be
updated in the Incident description field while you report your complaint on the
portal
ii. If you have received an email related to CP/RGR related content:

a. Save the received e-mails in pdf or .eml format or take the screenshot/s of the
received e-mail and the same needs to be uploaded in the portal as evidence

b. If the received e-mails had an attachment/s, then keep the attachment/s ready
on your desktop/ device for updating the same as an evidence on the portal

iii. If you received or found CP/RGR related content on messaging platform such as
WhatsApp, Hike, Skype etc:

a. Take the screenshot/s of the chats depicting the objectionable content with
sender’s number along with date and time for uploading the same as evidence
on the portal

iv. If you received or found CP/RGR related contents on social media
platform/forums/blogs/website such as YouTube, Facebook, WordPress etc.

a. Note down/ Copy (to your device/ desktop) the URL where you have seen such
content

b. Take the screen shot of the page or save the page (as .pdf) showing abusive
content on your device/ desktop for uploading the same as an evidence on the
portal

Note1: In all above cases, you must preserve the original evidence i.e. do not delete SMSs,
emails, attachment, messenger Chats, website URLS, screenshots etc. as these could be
needed by law enforcement agency as evidence for prosecuting the offender.

Note2: For further details on above points you may refer to Annexure A, Help

3.2 Complaint reporting
Provide the details as required for complaint reporting under “Incident Details”.

I.  Select the “Category of complaint” (Mandatory) from the drop-down (three options are
availabe in drop-down — 1. Child Pornography (CP) - Child Sexual Abuse Material
(CSAM), 2. Rape/ Gang Rape (RGR) — Sexually Abusive Content, and 3. Sexually
Explicit Content)

14
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Incident Details ‘ Suspect Details H Complainant Details Preview & Submit
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Update Mobile Number  Report Cyber Crime Check Status

Incident Details

Complaint / Incident Details

Suspect Detalis Complainant Details Preview & Save

Category of complaint* Eée.ﬂj Category Y
Select Category

Select “Approximate Date and Time of incident/receiving/viewing of content’
(Mandatory field)

Select the “Where did the incident occur?” (Mandatory field)- Select from the dropdown
the source of evidence like social media platform (Facebook, twitter, Instagram etc.),
messaging platform (WhatsApp, hike etc.), e-mail, website, URL or other

(Note: For help on uploading evidence refer to Annexure A Help)

Upload evidence if any (Maximum allowable limit is 5 MB). (Mandatory field)

Provide any additional information about the incident (which you think can be included
in the complaint and could help in investigation). (Mandatory field)

Click on Save and Next to proceed

Complaint / Incident Details

Category of complaint® Child Pornography (CP)-Child Sexual Abuse Material (CSAM) v 0
Approximate date & time of 2?_3;07(2019 :.HH '::M:MN v|[AM *

Incident/receiving/viewing of
content : (24 hours format) *

Reasan for delay in reporting :

Where did the incident occur? :* égeief; Information Source v

Please provide any additional
information about the incident :*

Maximum of 1500 characters -| 1500 | characters left

Step 4: Provide Suspect Details

Share the suspect details if suspect is known

a.

Enter “Suspect Details” to help in investigation
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i. Enter “Suspect Name”

ii. Select D - Provide suspect’s ID e.g. (Driving License, Email, Gov. Issued Card, Mobile
Number, PAN Card, Voter Card and Other) then click Add and subsequently add the
selected details

Report & Track P Adiress

Update Mobile Number = Report Cyber Crime = Check Status

S Suspect Details

Incident D

Complainant Details || Preview & Save

Suspect Details

i Please share the details of the suspect. Any information provided will be kept confidential and may help during the investigation.

Db'you want ta share address of »
House No.

Streat
Name

Calony

b. You may share the suspect’s address for correspondence if known (Click on Yes and fill
the below details)

i. Type house no., street name, colony, village/town/city, tehsil details
ii. Select “Country”

iii. Select “State”

iv. Select “District”

v. Select “Police Station”

vi. Enter “Pin code” number

vii. Click Save & Next

% ¥es O No

House No. C-34 Country INDIA v
Street 136, Chawla ext par State Select State v
Name
Colony District Select Distric v
vill/ Town/City NEW DELHI Police Select Pofice Station ¥

Station
Tehsil Pincode 110071
Save & Next

Step 5: Provide Complainant Details
Click on “Complainant Details” tab to provide the details of complainants

a. Fill the complainant details

16
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i. Enterthe “Gender”, “DOB”, “Father/Mother/Spouse Name-(Mandatory field)”
details
ii. Select “Relationship with the victim”

I Relationship with the victim :I | Select Relation v |

Select Relation
Mother

Email I1d —

| Father
| Brather
Sister
Wife
Self
Other

iii. Provide your email id if any, for further communication during the investigation
iv. “Upload victim National ID (voter ID/ PAN card/ Driving License or any Govt. issued
card)” - (Mandatory field)

Incident Dezails | Suspect Details ‘ Preview & Submit
Complainant Details

MName: Salect " jit

Mobile No. : 6 e

Gender: Select Gender v
DOB : dd/mmiyyyy
Father/Mother/Spouse | parher r Father/Mother/Spouse name
Mame*

Relationship with the victim ; Select Relation v
Email Id Your Email Id

Please Upload Any National |D of victim:*

[ Choose File | Ma file chosen

Provide the complainant’s address for correspondence

i. Type House no., Street Name, Colony, Tehsil details
ii. Type Village/Town/City
iii. Select “Country” (By default India)
iv. Select “State” — (Mandatory field)
v. Select “District” - (Mandatory field)
vi. Select “Police Station”
vii. Enter “Pin-code” number
viii. Click Save & Preview

17
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Please Choose Nationalty: INDIAN v

House No. Country INDIA v
Street Name State * Select State v
Colony District* Select District v
Vill/Town/City Police Station select Police Station ¥
Tehsil Pincode

m B e

Step 6: Preview & Submit

Click on “Preview &Submit” tab to review the information you provided before submission of
the complaint

a. Click “Back’, if you want to edit the filled information, or
b. Click “Confirm & Submit” to submit the complaint

18
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On submission of the complaint, a complaint submission confirmation message with
‘Complaint ID’ will be displayed on the portal along with the pop-up.

Complaint submitted successfully. Acknowledgement Number is
21306190000529. Please note it for future reference.

You will also receive a message and e-mail on the registered mobile number and e-mail ID
once the complaint is successfully submitted in the portal.

Step 7: Generate PDF of reported complaint

If you want to download the complaint, click on the “Download PDF” option, details of the
complaint reported gets downloaded in PDF format, which could be used for further reference.
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Step 8: Track Complaint Status

In case you want to Track the status of your complaint. Go to homepage, Click on File a
Complaint-> Read and Accept the Acknowledgement-> Select Report & Track >Login
with registered user name & number
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a. You need to fill the following details (Mandatory) to login into the system

i. Provide User Name — which is given during reporting the complaint

ii. Type Mobile Number

ii.  Enter OTP (received on mobile number)
iv.  Type security answer for authentication
v.  Click Submit button

Logm - o CitizenLlogn o0
User Name: * Test
—_—
Mobile No:* o v 9560348 Get OTP
orp:* Your OTP Number
faiz- 7 o 14
—— @ Forget User Name
An OTP has been sent to your Mobile Number. Please enter
that number into the above text box
L A

I

b. Click on “Check Status” option and select date to search for your registered complaint.
Also, progress of the reported complaint would be notified to the registered mobile number

and email

5. Additional Features

5.1 Recover Your Username

If You forgot your username, follow the following steps

i. Click on “Forget User name”
ii. Type security answer for authentication
iii. Click Submit button

TE T
MINISTRY OF
=% HOME AFFAIRS

HOME ‘REPORT WOMEN/CHILD RELATED CRIME ~ REPORT OTHER CYBER CRIME

Forget User Name

———— o ForgetUserName o——

Registered Mobile No: * 31 v | 9S600000K 74 ——

Enter Sum
[oes

PRI

RESOURCES ~
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5.2 Update Mobile Number

Following are the steps for updating your mobile number

I.  In case, you want to update your registered mobile number, click on “Update Mobile
Number” after logging
II.  Enter your new mobile number in “New Mobile Number” field
.  Enter the OTP received in updated mobile number.
IV.  Type security answer for authentication

V.  Click Submit button

All the cases registered on the old mobile number will be mapped to new mobile number.

Update New Mobile Number

Update Mobile Number = Report Cyber Crime Check Status

Current Mobile Number: 9560344500
Mew Mobile Number : * — g ¥ 9560349258 Get OTP
Enter OTP: our OTP Number

221+13=7 O 34

An OTP has been sent to your Mobile Number. Please enter that number into the above text box

22
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Annexure A : Help

1. How to take a screenshot on Smartphone device

1.1 Android screenshot
Following are the steps to take screenshot from your android smartphone:
I.  Navigate to the screen you want to take a picture of.
II.  Hold the Power button down for a few seconds.
lll.  Press “Screenshot” on your phone screen.
V. If that doesn’t work, hold the Power and Volume buttons at the same time for a few
seconds.
V. If you see an animation of your screen shrinking, your phone has taken a picture of
your screen and saved it in your photos app.
VI.  You can find the image in the Screenshots folder under Gallery app.
VIl.  Attach the screenshot as evidence on attachment.

v 4 @ ¥ £ g
Tue, Oct 17 & -] b
M sndroed Syst

Screenshol caplured

' YO SCTRENEET0L.

o
A w) e Hp
— =0 -
HARE DELETE
4 Mom} | F

CLEAR ALL

Screenshot: Android phone
1.2 iPhone screenshot
Following are the steps to take screenshot from your iPhone:
. Open the app or screen you want to capture.
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II.  Set up everything exactly the way you want it for the shot.

lll.  Press and hold the Side button on the right side of iPhone X, iPhone XS, iPhone XS
Max, or iPhone XZR.

IV.  Click the Volume Up button at the exact same time. (This replaces the Home button
step from previous iPhones.)

V.  The screen will flash white and you will hear the camera shutter sound (if your sound
is enabled).

Screenshot: Iphone

2. How to view and copy Facebook URL/Link:

2.1 From desktop or laptop View
I.  Click on the image/video/post whose URL you want to view.
[I.  The full URL will be seen on the address bar
lll.  Copy the Facebook Profile URL/Page/Post in the address bar of your browser into a
file or document. (Ex: Facebook Profile URL facebook.com/profile.php?id=123456)
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cla mmummmrﬂz i
wt

@ Former Owner al Self Employed Salzer Enterprises, Post

R

yHouses ] DS finks & 5 Weeks ignition o ] Headiines ] |

T Rintt (o Basic Biog Syndicu! |

Paste and Go

Edit Search Engines...

Add ta Tunes as a Spokan Track
Add to Reading List

FACEBOOK USER + Following

Timeline About Friends Photos More ~

| Photo / Video

Ine

2.2
l.
Il.

Screenshot: Facebook Profile URL

From mobile view
Open Facebook on your mobile device, navigate to the profile page, and click More.

Select “Copy Link to Profile”

iPod = 8:46 AM L ED
& facebook.com

Tap and hold the link below 1o select

and copy the address

https://www.facebook.com/profile.ph...

13

Screenshot: How to Copy Facebook User Profile from mobile

Click on “Copy the link”.
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Share to Facebook

Share to Messenger

Copy Link

Turn On Post Notifications

Report

Cancel

Screenshot: Facebook Copy Link
IV.  To see the URL, you have to paste it on notepad or any text editor

3. How to view and copy YouTube URL/Link:
3.1 From desktop or laptop view
I.  Click on the video whose URL you want to view.
[I.  The full URL will be seen on the address bar

. Copy the YouTube URL in the address bar of your browser into a file or document

Ex: YouTube URL (youtube.com/watch?v=-gACQjC5J0w)

OF " [ https:/fwww.youtube.com/watch?v=-gACQJC5Jow I p———

A
SALUFATION

TO THE REAL HEROES

ElamKeyeer

Bharat Ke Veer
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Screenshot: How to copy YouTube URL
3.2 From mobile view
. Open the YouTube app on mobile
II.  Look or search for the video you want to copy
Ill.  Find the tripe vertical dots on the top right corner of the video thumbnail or details
IV.  Taponitand select “Share”

Message on YouTube ADD FRIENDS

SOME CYBERCRIME RELATED VIDEO M SOME CYBERCRIME RELATED VIDEO - Share a link

3.3M views 3.3M views ’ X
- = w
* & 4 © = . o = < ™
5.4K 14K Share Download Save 5.4K 1.4K Download Save WhatsApp Gmail

V.  You will see a new Share window, select “Copy link”
VI.  Simply paste the link it on notepad or any text editor

4. How to copy Twitter Post URL

I. Navigate to the Tweet you'd like the URL of.
Il. Tap the drop-down arrow
lll. Select Copy link to Tweet. The URL should now be copied to your clipboard.
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< Tweet

f@% Twitter User D
LN

e (@ TwitterlD

Inside the Emotet Banking Trojan and
Malware Distributor sentinelone.com/
blog/inside-em... #emotet

Inside the Emotet Banking Trojan and
Malware Distributor
sentinelone.com

1:26 AM - 13 Mar 19 - Paper.|

) 11 ) =
L L o

(57 Copy link to Tweet

Sx Unfollow @ TwitteriD

% Mute @ TwitteriD

3

Mute this conversation

P

() Block @ TwitteriD

(1) Report Tweet

T'weet your reply

Screenshot: Copy twitter tweet link

IV.  To take a screenshot of twitter message, navigate to the inbox chat message and take
screenshot. It will also capture the twitter user ID (@TwitterID).

Trav
v wMbL

Stop misleading pple u bitch...ulllu and go
back to Europe...this is not your country
v asshole...u deserve a bullet in the head

Twitter Message Snapshot

5. How to copy Instagram User profile URL
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I

have found it, tap on the” ...” icon above it. This will bring up several options. Select Copy
Profile URL Link

As well, navigate to the Instagram message inbox and take a screenshot of the chat

@ Olivia [l and 155 other friends are
using Instagram

6.1

e 941 PM

& Instagram Username
mame [ ]

334 2K
\ Message

134

el

Block

Report
Mute
Hide Your Story
:
Share this Profile
Send Message

Turn on Post Notifications

Turn on Story Notifications

[

Cancel

1

Screenshot: Instagram Profile URL

whora!

< Primary

esses T-Mobile 4G 5:47 PM

Olivia, you {gigigp bitchitiii!

| will rape you before | kill you, you filthy

| Will Rape You

See Olivia Solon's photo and
posts from friends on

Instagram

25 ano Detalls

1 4 23% 0

Open

Screenshot: Instagram Chat/User Profile

6. How to export WhatsApp chat
Following are the steps for WhatsApp Application chat

WhatsApp chat screenshot

Navigate to the chat screen for the individual or group you want to take a picture of.
(Provide the name and number of the sender/group)
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II.  You can find the image in the Screenshots folder under Gallery app.

6.2

How r u?

Hmmm...

Kya hua

©)

#8000 Vodafone IN & 12:22 AM @ 33%m_>»
( Chats +91-95I599TB&SSB .-} -
Today

Hie

& Messages you send to this chat and calls are now
secured with end-to-end encryption. Tap for more info.

Myself Aﬁ

2day mrng i talk wid you

Ur voice so swt dear

Ru[ ) Singh

Main aap ko bolan[ T——

Who are you?

Do | know you? =

You must be mistaken.

I'm sorry but who are you? &2

@: @

WhatsApp IM Chat screenshot

Export Chat from Android

[

To export a copy of the history of an individual chat or group, use the Export chat feature:
I.  Navigate to the chat screen for the individual or group you want to take a picture of.

.  Tap More options :
Il.  Tap More.
IV.  Tap Export chat.

WhatsApp

+91 99999 88888
TIME TO DECIDE THE FUTURE OF WE
0n the 30th birthday of the World Wic
time to pause and ponder and analys
journey, the most potent tool human
ated and formulate its future trajecto
man being can do; WWW stands a livi
very same day on 1989, Sir Tim Bern¢
CERN submitted a proposal Informat
Proposal, this was to be the birth of 1

What a visionary is all about, is ideall
Berners Lee. He envisioned to help hi

Group info

Group media

Search

Unmute notifications

Wallpaper

More 4

share infermation at CERN, "a large hypei ieat uatavase

) WhatsApp

+91 99999 88888

TIME TO DECIDE THE FUTURE OF WE
On the 30th birthday of the World Wid:
time to pause and ponder and analys¢
journey, the most potent tool human |
ated and formulate its future trajectol
man being can do; WWW stands a livit
very same day on 1989, Sir Tim Berne
CERN submitted a proposal Informati
Proposal, this was to be the birth of t/

What a visionary is all about, is ideally

Berners Lee. He envisioned to help his
ink 4 OCDN vo ) L

Clear chat
Report
Exit group

Export chat

Add shortcut

epitomised in
colleagues to

Select “More” in the dropdown menu of
your desired chat.

T ey
editor. The web was made public in 1993 and it would not
be an exaggeration to say that the world in the web today,
immersed - lock, stock and barrel; emotions to animation.

While we all are experiencing the benefits of this

Y Select "Export Chat"
n

WorldWideWeb.app- the first web browser and the pager
editor. The web was made public in 1993 and it would not
be an exaggeration to say that the world in the web today,
immersed - lock, stock and barrel; emotiens to animation.

While we all are experiencing the benefits of this

Screenshot: Export WhatsApp Chat

Choose whether to Include Media or not.
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SEND CHAT VIA_.

© @ B8 o

WhatsApp email Wi-Fi Transfer Linkedin

Including media will increase the size of the chat P, .4
export. \‘—j

WITHOUT MEDIA INCLUDE MEDIA Telegram ProtonMail Bluetooth Android
Beam

Screenshot: Export WhatsApp chat on Mail
An email will be composed with your chat history attached as a .txt document.

Note:
o If you choose to attach media, the most recent media sent will be added as attachments.
¢ When sending with media, you can send up to 10,000 latest messages. Without media,
you can send 40,000 messages. These constraints are due to maximum email sizes.

6.3 Export chat from iPhone
You can email yourself a chat history if you'd like to save a chat:

I.  Open the WhatsApp chat you want to email.
.  Tap the contact's name or group subject.
Ill.  Tap Export Chat.
IV.  Select “Include Media” if you want to attach media or email the chat without media.
V.  Tap the Mail app. You can also tap More for additional options.
VI.  Enter your email address and tap Send.

7. How to copy Tik Tok video URL
Tik Tok app is a social media platform for creating, sharing and discovering short music videos,
think Karaoke for the digital age. Following are the steps to copy Tik Tok profile or social media
post using a smartphone

. Open Tik Tok on your phone; Open the video and take a screenshot as well copy of
the suspect Tik Tok user ID. Ex.@suspectuser

@ suspectuser

Eda ai sidoli  #doli #doliwalicar #weddingday
#bride #groom #foryoupage #sasural #audi
#selfdrive

JJd nal sound - laakshii orig

Screenshot: TikTok UserlD

31



USER MANUAL FOR NATIONAL CYBERCRIME REPORTING PORTAL I@‘E

Il. You can copy the video link by clicking on share link option, after that it will open new
windows via any email, messaging, or social media app in the list. This opens a new
message or post in the selected app.

Snare to

0000006«

@ B 4L e [J 9@

Dai B Sawy'vien  Shand AT 1
e '

Screenshot: Copy Link of Tiktok Video

M. Click on the Copy link and paste it on any file or document.

Ihltp:#\rm.tiktok.a:om!egsxduf I

Screenshot: Example of TikTok Video URL

8. How to export and copy E-mail Header
Following are the steps for how to copy and save email headers:

8.1 Gmail email header
I.  To get an email header from Gmail, open the email within your web browser.
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Your E-mail Selected..... © Spam x &
Swiss Lott <ngtengfong8@protonmail.com> Fri, 1 Mar, 09:19 (5days ago) Y7
wto -

SWISS LOTTERY CO.
Schaffhausen, Switzerland

Your email address has emerged winner of 1,450,000. Euro with winning ticket number (24-36-12-19-28 thall: 9) in the ongoing Swiss lotto thunder-ball category online random email leads selection program
email draw. For claims and more info kindly fill in required details below and send to: grgppas@protenmail com

eTicket Details
aTicket: 24-36-12-19-28 [ 09 ]
Reference No: 029050-18550CH

FULL NAMES:
ADDRESSICOUNTRY:
AGE

OCCUPATION
MOBILE/TEL/FAX:
EMAIL

Once more congratulations. for immediate release of your prize money. do contact our claims departmeant with the details.

Sincerely,

Fiduciary Agent,

Mr. George Pappas
+1210 201 5718
grgppas@protonmail.com

Click on drop-down arrow and see the senders & reply-to email

Your E-mail Selected..... © spam x

Swiss Lott <ngtengfong8@protonmail.com=>
B0 Y —

1=
SWISH I' Swiss Lott <ngtengfong8@protonmail.com>
Schaff ~—

eply-t grgppas@protonmail.com

Your e et number {24

email 1 late: 1 Mar 2019, 09119 send to: grogppg
bject:  Your E-mail Selected.....

aTicka

v & wrm.ir did not en message Leamn mors

Refere

Click the drop-down arrow (more) next to the reply button and choose "Show Original".

Your E-mail Selected..... © spam x & @
i
Swiss Lott <ngtengfong8@protenmail.com> 1 Mar2019,09:19 (Sdays age) Yr B
Wt~
4 Reply
WISS LOTTERY CO.
Schaffhausen, Switzerland W Forward

Filter messages like this

‘Your email address has emerged winner of 1,450,000. Euro with winning tic Print
ongoing Swiss lotto thunder-ball category online random email leads sslect
maore info kindly fill in required details below and send to: grgppas{@protonn Delete this message

eTicket Details Block "Swiss Lott

eTicket: 24-36-12-19-28 [ 09] Report not phishing

Reference No: 029050-16550CH
—| Show original

FULL NAMES:

P —— Translate message
AGE: Download message
OCCUPATION:

MOBILETEL/FAX; Mark as unread
EMAIL:
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Once the new page opens then click on “Copy to Clipboard” then paste the copied
content in notepad or any text editor.
Otherwise you can download the email by clicking on “Download Original”, all email content
including header will get download as .eml format. Attach this (.eml) downloaded file as
evidence.

8.2

I

Y ooy

c & httpsi//mail.google.com/mail/u/07ik=3061140e458view=om&permmsgid=msg-f%3A 162677

QOriginal message

Message ID =1e7a6d91991c4434%e41ceb21266355e@Exchange-Srv.wrm.ir=

Created on: 1 March 2019 at 09:18 (Delivered after 36 seconds)

From Swiss Loit <ngteng@@protonmai\.com> Using Microsoft Outiook Express 6.00.2600.0000
To:

Subject Your E-mail Selected.....

SPF: SOFTFAIL with IP 46.225 247 15 Learn morg

DMARC: 'FAIL' Learn maore

OeYyg30ATGad2zbb3symXDdbBachSkgiDUIFVY THXF3ar4sEya
2mr3118621pls.143.155141 2161667 ;

Your E-mail Select..eml

Download Email in (.eml) format

e

Gmail email.eml

NIC mail Header

Following are the steps to copy email header of NIC mails

Open the NIC email within your web browser.
Right click on mail and navigate to Other->Display Full Headers
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Inbox

%Get Mail g Write g= Reply + ._%. Forward ~ 1- Move ~ , Print Q Celete

O ¢ | Subject From

[ I 7 FW: Facebook complaint I Cyber Crime Preveniion Against ..
o ) T ; Sgen i[2mas 00 2015 o

= 7z ; S | Reply

D ‘_.;’ 4 Reply All &t b 1A
= 7 Forward

[H] &2 L r Delete

= Y] Mark 3 Sy ke

i & SO Move to folder Gy e Laiiletias )
e i it ne B Copyto folder.. i net=r St

= 5 ant C Print...

=) &7 W oal: r Add Sender to Address Book

(| & = hoila n [ aealCnmniant bn LA

Create Event From Message

Create Task From Message

Display Full Headers

Find Messages from this Sender

I

Ill.  After clicking on Display Full Headers, a pop-up window will appear. Then scroll down

and copy all email headers; paste on notepad or any document.

Return-path: =ccpwe@ncrb.nic.in=

Received: from nknsmip12.nic.in {[192.168.1.242]) by
msgfed4.nic.in (Oracle Communications Messaging Server
7.0.5.38.0 64bit (built Nov 28 2018)) with ESMTPS id
=0PCO1003RAT5XGY Q0@msafedd.nicin=; Fri, 08 Mar 2019
10:28:46 +0530 (IST)

Received: from unknown (HELO mail.ncrb.nic.in)
([164.100.43.218]) by relayin.nic.in with ESMTP; 08 Mar 2019
10:28:45 +0530

Received: from NCREEXCH.webdom.com
([fe80::5efe:10.23.72.50]) by ncrbexch.webdom.com
([fe80::5efe:10.23.72.50%14]) with mapt; Fri, 8 Mar 2019 10:39:51
+0530

Date: Fri, 08 Mar 2019 10:39:50 <0530

From: Cyber Crime Prevention Against Women & Children
=ccpwe@ncrb.nic.in=

Subject: FW: Facebook complaint

In-reply-to:
=CADR10KE[3WFHUMBaAMSMalzCe956uwkjKaplD40t50gbk. .
To: "pmusec2-mha@nic.in” <pmusec2-mha@nic.in=, "pmusec3-
mha@nic.in" <pmusec3-mha@nic.in= -

Select all and copy =

8.3 Protonmail email Header

Following are the steps to export Protonmail email headers in (.eml) format

I.  Open the email within your web browser.

II.  Click on drop-down arrow and see the senders & reply-to email
ll.  Click the drop-down arrow (more) next to the reply button and choose "Export".
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g » ~ . @ - av
& ProtonMail Q. seadiie s CONTACTS REPORT BUG USER
—~ | ® | @ @ 0| O | % || Mo m|O|| <
& Inbox
News about Rahul Kashyap, Dan Lohrmann
= Drafts
« Sent
d From: LinkedIn <npews-noreply@linkedin.com> ~ & 6:30 AM (10 hours ago) ir
arre
To:  Youremail@emailcom fi
B Archive
@ Spam v e |[nwn]]

I Trash = = e
= This message is from a mailing list. Learm more & Move to inbox
All Mail

[l Move to trash

£ Folders / Labels

& Mark as unread

Linkedd..
@ Mark as spam
ConneCtlon J Report phishing
B View source code
<> View headers
Rahul Ki
Macrometa & Pprint

After click on “Export’, email header data will download as .eml format then send as
attachment.

Bt

Email
Format.eml

For Yahoo Mail Header following are the steps:
. Log in to Yahoo! Mail.
II.  Open the message for which you wish to view the headers.
lll.  Click the More (gear) icon above the message pane.
IV. Inthe menu, select View Raw Message. A new tab opens containing your message’s
headers, which you can now copy and paste.

For Outlook Mail Header following are the steps:
I.  Login into your account
II.  Select Inbox from the left-side menu
. Open the message you want to see the header and click file tab
IV.  The full headers will appear in a new window.

For other mail refer to https://mxtoolbox.com/public/content/emailheaders/

8.4 How to save email in PDF

8.4.1 To save Gmail email in pdf
I.  To save a Gmail email in PDF format, open the email within your web browser.
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Il.  Click the drop-down arrow (more) next to the reply button and choose "Print".

Or Click the printer icon. It's near the top-right corner of the message.
lll.  Click “Print”. The Gmail Print screen will appear.

Michael Bazzell is back for another webinar with Pipl! D inbax & @B

Pipl Marketing Team <marketing@pipl.com>
tome =

You asked... we listened! IntelTechnique's Michael Ba

Hil

1
Tue, 19 Mar, 02:29 (1 day aga) Yy h|:|

4 Reply
® Forward

Filter messages like this

You're invited to our upcoming webinar: ‘Connecting the Dots: 5

Michael Bazzell from IntelTechniques
As with the last OSINT webinar, this one will NOT be recorda(
extremely limited, so be sure to register now.

Connecting the Dots: Learn the Latest Email Investigative Tec
Thursday, March 28, 2019 - 10:00:00 AM - Pacific Time (US &

Register, here and learn how to drive your online investigatior
identity behind any pisce of people information

We'll see you there and be sure to bring your questions!

Pipl Team

Add Pipl Marketing Team to Contacts list
Delete this message

Block "Pipl Marketing Team"

Report spam

Report phishing

Show original

Translate message

Download message

Mark as unread

]:Csz

IV.  Click Change. It's beneath the printer in the left column of the print screen. Click Save
as “PDF”

= | e

=x3. |

Print

& hitps;//mail.google.com/mail/u/0?ik=3061140e458view
B goog

Select a destination

M Gmail

Q, Search destinations

Recent Destinations

Total: 1 sheet of paper

m caﬂce'

Destination #5 PDF-XChange Standard

Change...

Michael Bazzell is back for &
B SsaveasFDF
Pipl Marksting Toam <roarteing ot o

Repty. To: anz caws g com

o mmepITn Spgmal com % PDF-XChange Standard
You askod_ we istenad! IntofTed
wekinar!

£ Print Destinations (7) Manage
Fousre inviled 10 our upcoming wetiear
sectunng Michaei Saz2el Som FasiToct|

A5 wit the:last OSNT wobinas. iz
s exlremoly lmiind, 50 be sure fo regisd

=

PR — PDF-XChange Standard
‘Thursdary, March 28, 2019 - 10:00:00 AY

Send To OneNote 2016

h

Fsggemac, nars andjaam how o anve v
real idanity bohind any piece of pecln

Send To OneNote 2013

h

VHel e yous e and e sure 1o g

Pages (O]
O

All

eg. 1-58,11-13

Fipl Team

Microsoft XPS Document Writer

a [}

Microsoft Print to PDF

h

Screenshot: Save as PDF

V.  Click Save. The email message will now download to your computer as a PDF file.

Cancel

Print
Total: 1 page
Destination W Save as PDF
Change...
Pages ® Al
O e.g. 1-5,8,11-13

™ Gmail

Michael Bazzell is back for anothe)

To deepakriltt&ggmal com

You asked._ we listened! intelTochniqus
webinar!

H

Yous e inviiad 10 o upcoming webinkr- 'Conned]

5 EXITEmEly BTHDA, 50 be: SUTE 10 TRQIZE NOW.

Connecting e Dois: Leam the Latest Emai i
Thursday, Marth 28, 2040 - 10:-00:00 AM - Pacif]

Fegisier, nars aed leam how io drve your oniing
Feal identy betind any pece of pecpie infomay

T sem you Shere and b sute o biing your oo

Pipl Team

Screenshot: Click on save
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« “ 4 [ > ThisPC » Desktop

Organize + Mew folder

~
= ThisPC

_ 3D Objects

é] Documents FoE )
+ Downloads
J) Music

=] Pictures
m Videos

2 05Disk (C3)

-
Gmail - Email.pdf

w

v

FOF )

i
Email Export.pdf
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Search Desktop »

File name: | Gmail - Email Data.pdf

Save as type: | PDF File {.pdf) (*.pdf)

~ Hide Folders

Save Cancel

Screenshot: Save Email As PDF

8.4.2 Using the Mail App on a Mac

ar}n

& Applications
CYRE NN W) - EICTIETERR
‘ﬂm:k New Falder Delete  Get Info Action “Arrange Y
IAVOHITL‘.
f
@ Desktop e “wk
O3t Documents Launchpad.app " Mail.app ]
€D Downloads
E Movies -_ —
Ja Music mf."
[=] Pictures =
i Mission Notes.app
{2} yoingco Contral.app

Screenshot: Open Mail App

Click the message you want to download as a PDF.
Click the File menu. It's in the menu bar near the top-left corner of the screen.

I

Open the Mail app. It's the icon of a stamp with an eagle inside. You'll usually find it
on the Dock and on the Launchpad.
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Export as PDF... .

Screenshot: Export mail as PDF
IV.  Click Export as PDF.Select a saving location.
V.  Click Save. The PDF is now saved to the selected folder.

Screenshot: Save Mail in PDF

9. How to upload any evidence on the portal

Navigate to Supporting option under Incident Details, click on “Choose File”.
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Incident Details Suspect Details

‘ Complainant Details

Preview & 5ave

Complaint / Incident Details

Category of complaint®

Sub-Category of complaint: *

Hacking

Unauthorised Access/Data Breach

What was hacked
/Breached

5 Email D Account

Server o) Other

Approximate date & time of
Incident/receiving/viewing of
content : (24 hours format)

Where did the incident cccur? :*

Facebook Account 1D/ Account
URL®

*113/03/2019

Facebook

i‘%’a_ce;beo-i;(crm}%;éu:i-pagg

Supporting Evidence®

[ Choose File | Mo file chosen

L. [N

Please provide any additional (Maximum
information about the incident :* Limit:
250
Characters)

Screenshot: Upload evidence

I

Note:Select the evidence for the attachment. This upload feature accepts .txt .png .jpeg. jfif
.rif .jpg .dib .gif .doc .ppt .docx .pptx .pdf. epub .bmp .avi .wmv .3gp .mp4 .mkv .mov .flv.mpg.
webm file types and the maximum file size of 5 mb.

l® open %
4~ [E 5 ThisPC » Pictures v O Search Pictures »p
Organize + MNew folder
Ll %
O This PC Y
_J 3D Objects —_—
[ Desktop hh'
= Docurnents =
; Downloads
J! Music
&= Pictures
E Videos
a ACER (C:
- (< - v
File name: | ” | | Al Files () ~|
I Qpen . Cancel

After selecting the evidence then click on Add button.

Supporting Evidence (Upload
Media/Image/Pdf.)*

Choose File | Mo file chosen

Supporting

S.No.Description  Text information

Evidence

facebook.com/fraudpagg|123567.jpg

Delete |
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